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Quantum Computing as the technology for simulating quantum systems

from complexity theory to cryptography

from simulation to sampling


from tomography to implementation 

from foundation to interpretation

Spectacular Progress 
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Can we BOOTSTRAP a smaller quantum device to test a bigger one?
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Quantum Verification               

- Correctness of the outcome

- Operation monitoring

- Quantum property testing

- Architectural constraints 

- Experimental imperfections

Non-universal:

D-Wave machine


Quantum Simulator

Current Q2020 architecture

Goal 

Criteria to test emerging quantum devices
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Hypothesis Test, Certification, Self Testing, Entanglement detection, 
Quantum signature, Proof System, Hardware Testing, Post-hoc verification, 

Randomised benchmarking, Authentication, Blind Verification
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FIG. 4: Schematic of a quantum computation with verification sub-routines.

Whereas the laws of physics have been tested in vari-
ous limits - small or large scales, high or low energies -
the boundary of high computational complexity is mostly
unexplored. So, it is even imaginable that quantum
mechanics might break down at some scale of complex-
ity [22].

On the experimental side, current quantum comput-
ers [23] are limited to the processing of a few qubits,
which does not allow yet to solve problems which are in-
tractable using classical computers. In the future when
large-scale quantum computers might be available [24–
27], the verification of quantum computations and quan-
tum simulations will be a crucial task [28].

Thus, our demonstration might have implications for
new quantum computing experiments as well as on the
foundations of quantum physics.

Add Caslav’s statement: In our implementation, we
assume the correctness of quantum mechanics for
the verification of quantum resources. Without this
assumption, a full demonstration would require the
two entangled photons to be sent far apart from each
other in two distant laboratories of the prover where
only in the very last instant of the computation the
verifier gives the measurement instructions to the
prover. By this means, no classical computers could
mimic the output of the computation.
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FIG. 4: Schematic of a quantum computation with verification sub-routines.

Whereas the laws of physics have been tested in vari-
ous limits - small or large scales, high or low energies -
the boundary of high computational complexity is mostly
unexplored. So, it is even imaginable that quantum
mechanics might break down at some scale of complex-
ity [22].

On the experimental side, current quantum comput-
ers [23] are limited to the processing of a few qubits,
which does not allow yet to solve problems which are in-
tractable using classical computers. In the future when
large-scale quantum computers might be available [24–
27], the verification of quantum computations and quan-
tum simulations will be a crucial task [28].

Thus, our demonstration might have implications for
new quantum computing experiments as well as on the
foundations of quantum physics.

Add Caslav’s statement: In our implementation, we
assume the correctness of quantum mechanics for
the verification of quantum resources. Without this
assumption, a full demonstration would require the
two entangled photons to be sent far apart from each
other in two distant laboratories of the prover where
only in the very last instant of the computation the
verifier gives the measurement instructions to the
prover. By this means, no classical computers could
mimic the output of the computation.
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Do we need to wait till error correcting codes became feasible 
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Practical Classical SMPC

First large-scale practical experiment with SMPC to implement a secure auction 08

Recently: Efficient (low communication) computational SMPC

Computation represented by a series of additions and multiplications of elements in Fp. 

easy

Linear Verifiable Secret Sharing r1
x1

|0>

CLIENT
SIDE

SERVER

r2
x2

r3
x3

r4
x4

ixed at 0°
global XOR

-pi/8
pi/4
pi/8

Wollaston

15m PM ibre

15m PM ibre

single
photon
source
1550nm

Half waveplates:

Figure 3: Experimental scheme: single photon source generates heralded horizontally polarized
photons. These are sent over 15m of polarization mantaining fibre to the client side. Each client
consists experimentally in a pair of half waveplates rotated by an angle which depends on the
value of bits xi,ri. At the end of client chain, a final conditional rotation is performed. Then,
photon is sent back to server, who performs a measurement in the computational basis. This
has been implemented with a Wollaston prism and two single photon resolving APDs.

Security of implementation

The main security issue of a single photon implementation is due to the non-zero losses of the
system. These include the probability of losing the photon along the fibre connections, in the
coupling stages and at the detectors. In principle, it is not possible to distinguish between a
photon lost due to non-ideality of the system and the one lost due to an eavesdropper. Since no
one but the server can be aware of the loss of a photon (he is the only one who can perform a
measurement), she could in principle cheat asking the clients to perform many times the same
calculation. However, as long as the OTP is properly applied, the server could not steal data
without the help of one of the clients.

A more realistic possibility for the server to cheat would be to send light through the client
chain at a wavelength di↵erent than the one specified. This would lead to a di↵erent behaviour
of the birefringent devices, and in principle could allow to steal information. However, this
problem could be easily overcome applying a narrow band filter (notch) at photons’ central
wavelength right before the clients.

Probably the most important threat to security in our implementation is due to the be-
haviour of the rotation operators which we considered. The unitary Ry(✓) applied to |0i may
introduce indeed a phase shift of ⇡ on the state whenever ✓ /2 [0,⇡]. This is a common feature
of all Pauli rotations, as elements of the SO(3) group. The sequence of gates corresponding to
xi = 1 and ri = 0 for all i in our implementation, for example, introduces a phase shift of ⇡ on
the input state. For some schemes (depending on the total number of clients) this may lead to a
potential leak of information4. Experimentally, the server could retrieve this conditional phase
shift assuming that he is able to sense a variation of the length of the optical fibre connecting
him to the server of �/2 = 775 nm, an improbable situation in a real life scenario but which
has to be considered in the security framework.

4However, we notice that this issue is not present in our experiment: phase shifts introduced produce indeed
a statistics which doesn’t allow the server to infer information.
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Figure 1: (Color online) Hierarchical modular quantum computer ar-
chitecture hosting N = NELUNq qubits. (a) The elementary logic
units (ELU) consists of a register of Nq trapped atomic ion qubits,
whereby entangling quantum logic gates are mediated through the
local Coulomb interaction between qubits. (b) One or more atomic
qubits within each of the NELU registers are coupled to photonic
quantum channels, and through a reconfigurable optical crosscon-
nect switch (OXC, center), fiber beamsplitters and position sensitive
imager (right), qubits between different registers can be entangled.

scaling is likely limited by the complexity of the trap design,
diffraction of optical beams, and the hardware controllers to
operate the system.

Here we describe and analyze a modular universal scal-
able ion trap quantum computer (MUSIQC) architecture that
may enable construction of quantum processors with up to
10

6 qubits utilizing component technologies that have already
been demonstrated. This architecture features two elements:
stable trapped ion multi-qubit registers that can further be
connected with ion shuttling, and scalable photonic intercon-
nects that can link these registers in a flexible configuration
over large distances, as shown in Fig. 1. We articulate ar-
chitectural advantages of this approach that allows significant
speedup and resource reduction in quantum circuit execution
over other hardware architectures, enabled by the ability to op-
erate quantum gates between qubits throughout the entire pro-
cessor regardless of their relative location. Finally, we prove
how such a quantum network can support fault-tolerant error
correction even in the face of probabilistic interconnects, and
discuss the technological developments necessary for its real-
ization. While we focus our discussions on quantum registers
composed of trapped atomic ions, the networking aspect of
this architecture is applicable to other qubit platforms that fea-
ture strong optical transitions, such as quantum dots, neutral
atoms, or nitrogen-vacancy (NV) color centers in diamond [1].

II. QUANTUM COMPUTING IN A MODULAR
ARCHITECTURE

A. The Modular Elementary Logic Unit (ELU)

The base unit of MUSIQC is a collection of N
q

qubit mem-
ories with local interactions, called the Elementary Logic Unit

Qubit ions 

“Refrigerator” ions Communication qubit 

(a) (b) 

Collection optics 

Single mode fiber 

Control laser fields Excitation laser field 

Figure 2: (Color online) Elementary Logic Unit (ELU) composed
of a single crystal of Nq trapped atomic ion qubits coupled through
their collective motion. (a) Classical laser fields impart qubit state-
dependent forces on one or more ions, affecting entangling quantum
gates between the memory qubits. Second ion species is introduced
as refrigeration ions. (b) One or more of the ions (rightmost in the
figure) are coupled to a photonic interface, where a classical laser
pulse maps the state of these communication qubits onto the states
of single photons (e.g., polarization or frequency), which then prop-
agate along an optical fiber to be interfaced with other ELUs.

(ELU). Quantum logic operations within the ELU are ideally
fast and deterministic, with error rates sufficiently small that
fault-tolerant error correction within an ELU is possible [21].
We represent the ELU with a crystal of N

q

� 1 trapped
atomic ions as shown in Fig. 2a, with each qubit comprised of
internal energy levels of each ion, labeled as |"iand |#i, sepa-
rated by frequency !0. We assume the qubit levels are coupled
through an atomic dipole operator µ̂ = µ(|"i h#| + |#i h"|).
The ions interact through their external collective modes of
quantum harmonic motion. Such phonons can be used to
mediate entangling gates through application of qubit-state-
dependent optical or microwave dipole forces [22–24]. There
are many known protocols for phonon-based gates between
ions, and here we summarize the main points relevant to the
size of the ELU and the larger architecture.

An externally applied near-resonant running wave field
with amplitude E(x̂) = E0eikx̂ and wavenumber k cou-
ples to the atomic dipole through the interaction Hamiltonian
ˆH = �µ̂E(x̂), and by suitably tuning the field near sidebands

induced by the harmonic motion of the ions [12] a qubit state
dependent force results. In this way, qubits can be mapped
onto phonon states [12, 22] and then onto other qubits for
entangling operations with characteristic speed Rgate = ⌘⌦,
where ⌘ =

p
~k2/(2m0Nq

!) is the Lamb Dicke parameter,
m0 is the mass of each ion, ! the frequency of harmonic os-
cillation of the collective phonon mode, and ⌦ = µE0/2~ is
the Rabi frequency of the atomic dipole independent of mo-
tion. For optical Raman transitions between qubit states (e.g.,
atomic hyperfine ground states) [12], two fields are each de-
tuned by � from an excited state of linewidth � ⌧ �, and
when their difference frequency is near resonant with the qubit
frequency splitting !0, we use instead ⌦ = (µE0)

2/(2~2
�).

The typical gate speed within an ELU therefore slows down

Quantum Devices
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quantum channels, and through a reconfigurable optical crosscon-
nect switch (OXC, center), fiber beamsplitters and position sensitive
imager (right), qubits between different registers can be entangled.

scaling is likely limited by the complexity of the trap design,
diffraction of optical beams, and the hardware controllers to
operate the system.

Here we describe and analyze a modular universal scal-
able ion trap quantum computer (MUSIQC) architecture that
may enable construction of quantum processors with up to
10

6 qubits utilizing component technologies that have already
been demonstrated. This architecture features two elements:
stable trapped ion multi-qubit registers that can further be
connected with ion shuttling, and scalable photonic intercon-
nects that can link these registers in a flexible configuration
over large distances, as shown in Fig. 1. We articulate ar-
chitectural advantages of this approach that allows significant
speedup and resource reduction in quantum circuit execution
over other hardware architectures, enabled by the ability to op-
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fault-tolerant error correction within an ELU is possible [21].
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� 1 trapped
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rated by frequency !0. We assume the qubit levels are coupled
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The ions interact through their external collective modes of
quantum harmonic motion. Such phonons can be used to
mediate entangling gates through application of qubit-state-
dependent optical or microwave dipole forces [22–24]. There
are many known protocols for phonon-based gates between
ions, and here we summarize the main points relevant to the
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diffraction of optical beams, and the hardware controllers to
operate the system.

Here we describe and analyze a modular universal scal-
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may enable construction of quantum processors with up to
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6 qubits utilizing component technologies that have already
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connected with ion shuttling, and scalable photonic intercon-
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over large distances, as shown in Fig. 1. We articulate ar-
chitectural advantages of this approach that allows significant
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over other hardware architectures, enabled by the ability to op-
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where ⌘ =

p
~k2/(2m0Nq

!) is the Lamb Dicke parameter,
m0 is the mass of each ion, ! the frequency of harmonic os-
cillation of the collective phonon mode, and ⌦ = µE0/2~ is
the Rabi frequency of the atomic dipole independent of mo-
tion. For optical Raman transitions between qubit states (e.g.,
atomic hyperfine ground states) [12], two fields are each de-
tuned by � from an excited state of linewidth � ⌧ �, and
when their difference frequency is near resonant with the qubit
frequency splitting !0, we use instead ⌦ = (µE0)

2/(2~2
�).

The typical gate speed within an ELU therefore slows down
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