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About Me
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• Assistant Professor at TU Wien (Security & Privacy Division) since October 2018

• Postdoc at the University of California, Santa Barbara 2016-2018
• PhD from TU Wien 2011-2016
• Researcher at SBA Research 2013-2015
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Research Goals
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• Systematic study of mobile apps and operating systems for

• malicious & harmful behavior

• privacy leaks

• vulnerabilities


• Build scalable analysis techniques


• Provide large-scale datasets to the community


• Advance the state-of-the-art of dynamic analysis approaches



Research Impact
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Threats to Users’ Privacy
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• Targeted advertising


• Price discrimination


• Sensitive information


• Trust developer to secure information?


→ Increasing interest from regulators 



RECON: Revealing Privacy Leaks (MobiSys 2016)
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• Identify PII leaks on a wide range of devices through network flow analysis


• Collect data from real users


• Analysis automation (“login walls”)


• Feedback from users about detection accuracy


• Give users control over leaked information


https://recon.meddle.mobi

https://recon.meddle.mobi


User Feedback Loop
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Privacy Dimensions
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Privacy Leak Trends (NDSS 2018)

!10

• Users are becoming more privacy aware, but are developers?


• Study 7,665 (512) app releases over 8 years 


• Quantify privacy risk for a specific app version 


• Consider personal privacy “preferences” 



Privacy Dashboard
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Security Impact
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• Plaintext password leaks in > 25 apps


• Passwords sent to third parties


• Affects millions of users


• Responsible disclosure (3 months)




Developer Responses
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 “Thank you for 
responsibly disclosing 

this”

 “We do not claim 
to be a secure 

messaging app”

 “Sending 
passwords in plaintext is 

intentional”


 “We can’t fix 
this because our 

vendor went out of 
business”




PANOPTISPY: Unexpected Media Leaks (PETS 2018)
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• Identify & measure media (audio, images, video) exfiltration at scale


• Unexpected privacy leaks in media data


• Finding 1: No evidence of audio/video surveillance


• Finding 2: Server-side photo editing


• Finding 3: Screen recording


- Recording of users’ interactions exposing private information



PANOPTISPY Reaction
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Panoptispy 23



PANOPTISPY Reaction
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Panoptispy 23

“Google constantly monitors apps and 
analytics providers to ensure they are policy-

compliant. When notified of our findings, 
they reviewed GoPuff and Appsee and took 

the appropriate actions.”
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