
IT for Good? Ethics in Computer Science 
Education & Practice

Prof. Dr. Judith Simon 

25.10.22 | ECSS 2022 | Universität Hamburg | 



Outline

• Ethical Software – Isn‘t Software Neutral?

• Ethics in IT: Three Perspectives

• Conclusions



Ethical Software?



Ethical Software?? Isn‘t technology neutral?

411/7/2022Prof. Dr. Judith Simon

klara1, pixabay, CC0



Isn‘t technology neutral?

Tactical Technology Office, Defense Advanced Research Projects Agency, U.S. Department of Defense

Book Catalog, Flickr, CC BY 2.0

https://www.propublica.org/article/machine-bias-risk-assessments-in-criminal-sentencing



Isn‘t technology neutral?

https://www.propublica.org/article/machine-bias-risk-assessments-in-criminal-sentencing



Isn‘t technology neutral? 

COMPAS Case: The Justice Problem

• Societal stereotypes and predjudices, but also existing inequalities and 

injustices are frequently inscribed into technologies. 

• Intention possible, but mostly unintentionally through training data or

methodological choices

• Especially data-based ADM systems run the risk of cemeting the status

quo if historical data are used to predict the future

• The issues often cannot be assessed and addressed due to a dual 

transparency problem
https://www.propublica.org/article/machine-bias-risk-assessments-in-criminal-sentencing



Isn‘t technology neutral?

COMPAS Case: The Transparency Problem

1.Functional opacity: lack of access to proprietary algorithmic systems

2. Epistemic opacity: limited understanding of complex systems
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▪ Designing Technology <> Designing Society

▪ Agency <> Power <> Responsibility <> Ethics
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Ethics & IT: Three Perspectives
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• What is good/bad? What is right/wrong?

• What can/should/must we (not) do and for what reasons?



• Ethics

• What is good/bad? What is right/wrong?

• What can/should/must we (not) do and for what reasons?

• Ethics and software? 

• What is good/bad software? 

• What can/should/must we (not) do with software and for what reasons?



• Ethics

• What is good/bad? What is right/wrong?

• What can/should/must we (not) do and for what reasons?

• Ethics and software? 

• What is good/bad software? 

• What can/should/must we (not) do with software and for what reasons?

• Good software

• Scientifically and technologically good software is necessary but not 
sufficient for ethically good software

• We must also assess objectives - and may sometimes be obliged not to use
technologically good software for ethical reasons
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Should individuals 
be allowed to post 
racists comments 

online? What should 
I do?

For what purposes 
should a company 

use customer 
data?

Should public 
administration use 

algorithmic decision 
support systems? 

What is the adequate 
level of quality?
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Task 1: Ethical analysis of existing technologies

„Computer ethics should not just study ethical issues in the use of computer
technology, but also in the technology itself.“ 

(...) computer systems and software are not morally neutral and (...) it is
possible to identify tendencies in them to promote or demote particular

moral values and norms.“ 
(Brey 2010:42) 
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Task 2: Ethical design of new technologies

→ Values in Design: Accounting for values in design & development

„If an ideal world is one in which technologies promote not only
instrumental values such as functional efficiency, safety, reliability and
ease of use, but also substantive social, moral and political values to
which societies and their people subscribe, then those who design
systems have a responsibility to take this latter values as well as the
former into consideration as they work.“ (Flanaghan et al. 2008:322)

Triple Role of Ethics for IT



Task 2: Ethical design of new technologies

→ Values in Design/Value-Sensitive Design: Accounting for values, such as
privacy, transparency or fairness in design & development

Technical
Phase

Empirical
Phase

Philosophical 
Phase
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Ethical reflection, tech development and participation

• There are different methods to detect/measure and to prevent/minimize
discrimination – and they cannot be all satisfied at once!

Binns (2018): Fairness in Machine Learning: Lessons from Political Philosophy



Ethical reflection, tech development and participation

• There are different methods to detect/measure and to prevent/minimize
discrimination – and they cannot be all satisfied at once!

• There are also different accounts and measures of fairness requiring
choice and justification

– Which measures of fairness are most appropriate in a given context? 

– Which variables are legitimate grounds for differential treatment, 
and why? 

– Should fairness consist of ensuring everyone has an equal probability
of obtaining some benefit, or should we aim instead to minimise the
harms to the least advantaged? 

Binns (2018): Fairness in Machine Learning: Lessons from Political Philosophy



Ethical reflection, tech development and participation

• Focus on methods within computer science (re. data preparation, model-
learning und post-processing etc.) necessary, but not sufficient for ethical
software

• Ethics can provide sources for reflections on fairness and justice and may
guide appropriate, context-dependent methodological choices > need for
ethics in IT

• But: As such choices aren‘t merely technical, they should not be placed on 
the shoulders of developers alone

• Rather: they require both technological and ethical expertise – and 
depending on the impact also broader public debate and participation



Thank you for your kind attention!

Prof. Dr. Judith Simon

Professor for Ethics in Information Technologies

Universität Hamburg 

http://uhh.de/inf-eit


