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Outline

Requirements for presentation on legal provisions.

Educating software engineers and developers

« Courses in Vilnius University

« Student developed guidelines to design the terms of service..
« Examples of coursework topics.

Challenges in informing users

|deas for further activities for the workgroup p
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EU regulation on s
ensuring users’ privacy

Privacy Policy and Terms of Service 8. Do not interfere with the use of service.
must be separate documents. 9. Clearly defines purposes.

Consent is freely given. 10. Minimum collected data.

Consent for each purpose. 11.Consent for each purpose.
Understandable, not ambiguous 12.Data is deleted when no longer needed.

Clear affirmative action. 13. Design of Privacy Policy and Terms of
Separate consent request. Service must be consistent

Right to revoke at any time.
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Dark patterns in requests for
consent to use cookies

Consent walls — pop-up windows that block access to the website
Tracking walls — enable users only accept the use of cookies or leave
the site

Reduced service is provided when the users do not accept the privacy
settings

Manipulation of configurations encourages users to accept the use of
cookies
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Educating future software
engineers
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Ethics topics in VU Computer University
Science and Software Engineering
study programmes

« Bachelor subjects (compulsory for SE, elective for CS)
« Communication Skills and Ethics in IT Team
 Human-Computer Interaction — Research and design ethics

* Master subjects
* Leadership — compulsory
» User Experience Engineering — research ethics, dark patterns (elective)
* Cyber Security Technologies — Dark patterns, social engineering (elective)

* Cyber law and Ethics. Consent and Privacy (compulsory in International
Management of Cybersecurity)
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Ethics topics In diploma works

* Master diploma topics
» Dark patterns in persuasive computing

« Bachelor’s diploma works
* |dentification of deceptive patterns in Lithuanian user interfaces
« Users’ protection against phishing attacks
« Dark patterns avoidance in designing cookie consent requests
« Terms of service usability using information visualization principles
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Privacy and security reqguirements for
consent requests

1. Given free will

Concrete: expressed by clear affirmative action

Accurate information about purposes of data processing

Consent given for each purpose

Consent request must be separated for other matters

Clear, concise and not unnecessarily interrupt the use of the service.
Opting out as easy as agreeing
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User must be able to refuse the use of cookies
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Design guidelines

* Consent must be given by a clear approval, for example, by ticking a
checkbox or the touch of a button.

* Request for consent must stand out and draw the user’s attention to
facilitate making an informed decision by accepting the Terms.

* The information about the data collected must be accurate, clear, and
linked with the processing goals.

 The information should be supplemented by visualizations, which would
facilitate and speed up the perception of the complex text. For example,
Using charts, graphs, and illustrations.
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Informing users of deceptive
patterns and phishing
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Ensuring the users’ privacy

« Users' devices and their information are recognized as personal space
In the EU law

e Service providers must
« inform the users about the methods of data processing
« obtain the users’ consent for the use of cookies

« Users usually do not understand what they are agreeing to

« Misleading designs (aka dark patterns) are observed in the requests for
consent to use cookies

« Designers need the usabillity guidelines to improve the usability of
consent requests
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ldentification of dark patterns using tools

* Anthropic’s Claude Al platform recognizes the design that
features an “Accept” button

 Open source tools, such as Ariadne or Hawk Detector,
recognize manipulative elements

* Not easy to understand how to use

* Do not present the definitions of the dark patterns

* Do not enable the choice of what dark patterns must be identified

« Some highlight suspicious elements, thus destroying the visual design
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User challenges by accepting the terms

of service and privacy policy

Lawyers formulate policies and resolve

Terms of Service

disputes & rersms

Overview

Internet users glance and scan the screen

2. How our services are funded

and expect to perceive the content

4. Additional provisions

5. Other terms and policies that

Expectations of the user group are omitted

Terms of Service
Overview

Effective January 1, 2025 | View printable version

For messaging, voice and video calling services included in Meta Products, please click
here (2 for a contract summary and here 2 for other information required by the
European Electronic Communications Code.

Meta builds technologies and services that enable people to connect with each other, build
communities, and grow businesses. These Terms of Service (the "Terms") govern your access
and use of Facebook, Messenger, and the other products, websites, features, apps, services,
technologies, and software we offer (the Meta Products (% or Products), except where we
expressly state that separate terms (and not these) apply. (For example, your use of Instagram
is subject to the Instagram Terms of Use). If we show you ads on Meta Products, these Terms
also govern how Meta uses information to show you ads that businesses and organizations pay
us to promote. These Products are provided to you by Meta Platforms Ireland Limited. These
Terms therefore constitute an agreement between you and Meta Platforms Ireland Limited. If
you do not agree to these Terms, then do not access or use Facebook or the other products and
services covered by these Terms.

These Terms (formerly known as the Statement of Rights and Responsibilities) make up the
entire agreement between you and Meta Platforms Ireland Limited regarding your use of our

The adapted legal provisions for fast
learning should became a standard
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ldeas for further activities

* As the Ethics Working Group, we could:

continue to collect data about covering the ethics topics in
CS study programs

disseminate prepared teaching materials from the
Ethics4EU project

stress the need for usable tools that inform users about dark
patterns on the sites they visit

emphasize the importance of user-centered online contracts
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Thank You!
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